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[TOJIMTHUKA
B OTHOILIEHUH 00paOOTKHU MEPCOHANBHBIX JAHHBIX B
I'bOY mkone-unrepnare uMm. M.E.Eroposa

r.0. HoBokyiObIIIeBCK



|. OBIIIUE ITOJOXEHUSA

1. TepmuHbI 1 OnIpeAENICHUS

IlepconasibHble AaHHBbIE - J100as WHGOpPMAIUS, OTHOCSIIASACA K TPSIMO WU
KOCBEHHO OIPEJCICHHOMY WU ompeAensieMoMy (usndeckoMy iy (CyObeKTy
MEPCOHANIbHBIX JJAHHBIX).

Omneparop - ['ocynapcTBeHHOE OIOJKETHOE 00IIE00pa30BaTEIbHOE YUPEKICHHUE
IIKOJIA — UHTEPHAT Il O0y4YaroIUXCs C OrPAaHUYEHHBIMU BO3MOKHOCTSMH 310POBbBS
umenu ['epost Coserckoro Coroza U.E. EropoBa ropojckoro okpyra HoBokyiObIeBck
Camapckoir obnactn  (maee - I'BOY  mkona-unrepnar wum. HW.E.Eroposa
r.0.HOBOKYHOBIIIEBCK), CaMOCTOSTEIBHO WM COBMECTHO C JIPYTUMH JIHIAMH
OpraHu3ylolme 1 (WIn) OCYLECTBISAOMNE 00padOTKy NEPCOHATBHBIX JAHHBIX, & TAKKE
OmpeNeAone el o0padOTKHM TMEPCOHANBHBIX JaHHBIX, COCTaB MEPCOHAIBHBIX
JNaHHBIX, MOAJeXaluX o0paboTke, JeHcTBUS (OmepalMu), COBEpIIAEMbIE C
NEPCOHATIbHBIMU JTAHHBIMHU.

O0paboTka mnepcoHAJIBHBIX JaHHBIX - J000e JeicTBUe (omepanus) WU
COBOKYITHOCTh JICMCTBUI (Omeparuii), COBEpIIAEMBIX C UCIIOJIb30BaHUEM CPEJICTB
aBTOMAaTU3alMd WM 0€3 MCHOJIb30BAHMS TaKUX CPEACTB C MEPCOHAIBHBIMU JTAHHBIMU,
BKJItOUasi cOOp, 3amuch, CHCTEMAaTU3allMI0, HAKOIUICHHE, XpaHEHUE, YTOUYHEHUE
(0OHOBJIEHME, U3BMEHEHHE), U3BJICUEHHE, UCIIOJIb30BAHUE, Niepeaady (pacnpocTpaHeHue,
MpenocTaBlieHne, JA0CTyM), 00e3InYnuBaHre, OJOKHMPOBAHME, YAAJICHHUE, YHUUYTOKECHUE
MEPCOHAIBHBIX IAHHBIX.

ABTOMATH3MPOBaHHAasi 00paldoTKa NEePCOHAJBbHBIX JaHHBIX - 00paboTka
MEPCOHAIBHBIX JIAHHBIX C TOMOIIBIO CPEJCTB BHIUUCIUTEIbHON TEXHUKHU.

PacnpocTpaHenne NepCOHAJBHBLIX JAHHBIX - JCHCTBUSA, HalpaBJCHHbIE Ha
PACKpBITHE MEPCOHATBHBIX JAHHBIX HEOMPEAECICHHOMY KPYTY JIUII.

IIpenocTaBiieHue NEPCOHANBHBIX JAHHBIX - JICHCTBUSA, HAMpAaBJICHHBbIE Ha
PaCKphITHE TEPCOHATBHBIX JAHHBIX OMPEACICHHOMY JIMIY WM ONPEIACICHHOMY KpPYTY
JULL.

biokupoBaHune NEpPCOHAJBHBIX [JAHHBIX - BPEMEHHOE INPEKpAILECHHE

00pabOTKM TEPCOHAIBHBIX JaHHBIX (32 MCKIIOYEHHEM CIllydaeB, eclii o0paboTka
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HE0OXoaMMa NIl yTOYHEHUS IEPCOHATBHBIX JaHHBIX ).

YHUYTOKEHNE NEPCOHAJNBbHBIX JAHHBIX - JICHCTBHS, B PE3YIbTATE€ KOTOPBIX
CTaHOBUTCSI HEBO3MOXHBIM BOCCTAHOBUTH COJEpPKAHWE NEPCOHAIBHBIX JAHHBIX B
WH()OPMAITMOHHOW CHUCTEME MEPCOHANBHBIX NAaHHBIX W (WJM) B PE3yJIbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTEPUAIbHBIE HOCUTENN EPCOHAIBHBIX JAHHBIX.

O0e3IMYuBaHue MEPCOHAIBHBIX JAHHBIX - JICUCTBUS, B PE3yJbTaTe KOTOPHIX
CTAaHOBUTCS HEBO3MOXKHBIM 0€3 HCIOJIb30BAaHUS JIOMOJHUTENbHON HH(pOpManuu
ONPENECIUTh TMPUHAJICKHOCTh TEPCOHANBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX JTaHHBIX.

Nudopmanuonnas cucreMa MNEPCOHAJIBHBIX [JAaHHBIX - COBOKYIHOCTH
coJiepKaluxcsd B 0azax MaHHBIX TEPCOHAIBHBIX JaHHBIX W OO0ECMEeUMBAIOIIUX HX
00paboTKy MH(POPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

TpancrpannyHass mepegaya NEpPCOHAJBbHBIX [JaHHBIX -  [epeaada
MEPCOHANBHBIX JIAHHBIX HA TEPPUTOPHUIO MHOCTPAHHOTO TOCYJapCTBa OpPraHy BIIACTH
WHOCTPAHHOT'O TOCYJIapCTBA, MHOCTPAHHOMY (U3MYECKOMY JIMIY WM WHOCTPAHHOMY
IOPUANYECKOMY JIUILY.

2. HaznaueHue u nmpaBoBasi OCHOBA JJOKYMEHTA

[TonruTKa B OTHOILIEHHHM MEPCOHAIBHBIX AaHHbIX B ['BOY mikone-uHTepHaTe
uM.M.E.EropoBa r.0. HoBOKYiiObIIIeBCK (manee — IlonuTuka) omnpenensier CUCTEMY
B3IIIIOB Ha TpoOseMy oOecrieueHusl Oe30MacHOCTH IEPCOHANIBHBIX JIAHHBIX H
MPEACTABIIET COOON CHCTEMATU3MPOBAHHOE HM3JI0KEHHUE Iele M 3a/iay 3aluThl, KaKk
OJIHO WJIM HECKOJIBKO MpaBUJ, MPOLEIYp, MPAKTUUECKUX MPUEMOB U PYKOBOASIIUX
MPUHITUTIOB B 00J1acTH WH(DOPMAITMOHHONW 0€30MaCHOCTH, KOTOPHIMHU PYKOBOJICTBYETCS
I'BOY mxona-untepnar uM. W.E.EropoBa r.0. HOBOKyIObIIIIEBCK B  CBOEH
JESITEIbHOCTH, a TAaKX€ OCHOBHBIX MPUHIMIIOB TOCTPOCHUS, OPraHW3alMOHHBIX,
TEXHOJIOTMUECKNX W  TPOIEAYPHBIX  aCHeKTOB  obOecrmedeHuss  0€30MacHOCTH
MEPCOHAIBHBIX TaHHBIX.

3akoHogaTenbHOM OcHOBOWM Hacrosimed I[lonutuku sBisitoress KoHcTuTyius
Poccuiickon ®eneparuu, ['paxngaHckuii, YTOJOBHbIM U TpyaoBOW KOJEKCHI,

®denepanbhbiil 3ak0H 0T 27.07.2006 No 152-®3 «O nepcoHalbHBIX TaHHBIX», 3aKOHBI,
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yKa3bl, TMOCTAaHOBJEHHUSA, JIpyrM€ HOPMATUBHBIE JOKYMEHTBl JEHCTBYIOIIETO
3akoHonarenbcTBa Poccuiickonn ®depepanun, aokyMeHTel @CTIK Poccunm n OCh
Poccun.

Ucnons3oBanne paHHoW I[lonuTMKM B KadyecTBE OCHOBBI IS MOCTPOCHUS
KOMITJIEKCHOM CHCTeMbl HMH(GOPMAIIMOHHON O€30MacCHOCTH MEPCOHANBHBIX JAaHHBIX
I'BOY wkonel-untepHata wuMm. HW.E.FropoBa r.0. HOBOKYHOBIIIIEBCK IO3BOJIUT
ONTUMHU3UPOBATH 3aTPATHI HA €€ MOCTPOECHUE.

[Ipu paspabotke [loNMUTUKU YYUTHIBAIIUCH OCHOBHBIE MPUHIMIBI CO3IaHUS
KOMILJIEKCHBIX CHUCTEM oOOecreueHrs Oe30MacHOCTH MH(POpMalUU, XapaKTEPUCTHKU U
BO3MO>XHOCTH OPraHM3allMOHHO-TEXHUYECKUX METOJO0B M COBPEMEHHBIX alMapaTHO-
MPOTPAaMMHBIX CPEACTB 3alllUThl W MPOTUBOJCUCTBUS yrpo3amM 0€30MacHOCTH
uH(popManuu.

OcHoBHbIe nonokeHus [lonuTtuku 6a3upyroTCs Ha KAYECTBEHHOM OCMBICICHHUH
BOITPOCOB 0€30MacHOCTH MH(GOPMAIIMK U HE 3aTParuBarOT BONPOCOB 3KOHOMHUYECKOIO
(KOJIMUECTBEHHOI0) aHaju3a PUCKOB U 00OCHOBaHUS HEOOXOIUMBIX 3aTpaT Ha 3aIUTY
uH(popmanuu.

1. OFBEKTHBI SAIIIUTHI

3. OCHOBHBIMH OOBEKTAMU CUCTEMBI OE30MACHOCTH TMEPCOHAIBHBIX JAaHHBIX B
['BOY mkone-unrepHate um. M.E.Eroposa r.0. HOBOKYHOBIIIEBCK ABIISIFOTCS:

- uHGOPMAIIMOHHBIE PECYpChl C OrPAHUYECHHBIM JIOCTYIIOM, COJEpKalue
MEPCOHAJILHBIE JaHHBIE;

- mpouecchl 00paOOTKM TNEPCOHAIBHBIX JAaHHBIX B HH(OPMAIMOHHBIX
cuctemMax nepcoHanbHblX JaHHBIX ['BOY mkonsi-untepnata um. U.E.Eroposa
r.0. HoBOKyHOBIIIIeBCK, HWHQPOPMAIIMOHHBIE TEXHOJIOTHH, PETJIAMEHTBI U MPOLETYPhI
cobopa, o0pabOTKH, XpaHEHUsSI U Tepenadyd MHOOpMalUM, MepCcoHal  pa3pabOTYMKOB
u MOJIb30BaTENEH WH(OPMAITMOHHBIX CHUCTEM H OOCIY)XMBAIOIIUNA TEPCOHAI
WH(POPMAITMOHHBIX CUCTEM;

- umHbopmarmoHHass WHOPACTPYKTypa, BKIIOYAIOIIAs CUCTEMbl 00pabOTKU W
aHanu3a wHOOpPMAIMU, TEXHUYECKHEe H TIPOrpaMMHBIE CpeACcTBa ee 00paboTKH,

nepeaadn " OTO6pa}KeHI/I$I, B TOM 4YHCJIC KaHaJIbl I/IH(I)OpMaHI/IOHHOFO oOMeHa H
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TEJICKOMMYHUKAIIMA, CHUCTEMBl W CpPEICTBA 3amuThl WH(OpMaIuu, OOBEKTHl U
NMOMEIICHHS, B KOTOPBIX PACIOJIOKEHbl TEXHUYECKHE CpeAcTBa 00pabOTKH
IIEPCOHAJIBHBIX TAHHBIX.
Il. EJU U 3AJAYHU OBECIIEYEHUSA BE3OITACHOCTHU
HEPCOHAJIBHBIX TAHHBIX

4., UWnTepechl 3aTparuBaeMbIX CYOBEKTOB HMH(POPMAIMOHHBIX OTHOIICHUN
CyObektamMu MHGOPMAIIMOHHBIX ~ OTHOILIEHUW TIpH OOecredeHun Oe30MacHOCTH
[IEPCOHAJIBHBIX JAHHBIX I'bOY LIKOJIBI-UHTEPHATA VM. N.E.Eroposa
r.0. HOBOKYMOBIIIEBCK SIBISIOTCS:

- I'BOY mxkona-untepnar um. H.E.EropoBa r.0. HoBOKy#OBIIIIEBCK, Kak
COOCTBEHHHMK MH(OPMAIMOHHBIX PECYPCOB;

- pykoBoactBo u pabotHuku ['BOY mxkonsi-untepnara uMm.N.E.Eroposa
r.0. HOBOKYMOBIIIEBCK, B COOTBETCTBUM € BO3JIOKEHHBIMHU Ha HUX (DYHKIUSIMU;

- rpaxnane Poccuiickon ®denepannu, rpaxJjaHe HHOCTPAHHBIX TOCYJIapCTB U
auna 6e3 Tpa)xAaHCTBa, KOTOPHIM OKa3bIBAIOTCS TOCYJIApCTBEHHBIE YCIyru B cdepe
oOpa3zoBaHusl.

[lepeuniciieHHble CYOBEKTHI MH(POPMALMOHHBIX OTHOUIEHUH 3aMHTEPECOBAHBI B
o0ecreveHuu:

- CBOEBPEMEHHOIO0 J0CTyNna K HE0OOXOAUMBIM UM MEPCOHAIBHBIM JaHHBIM (X
JIOCTYITHOCTH);

- JIOCTOBEPHOCTH (TIOJTHOTBI, =~ TOYHOCTH,  aJ€KBATHOCTH,  LIEIOCTHOCTH)
MEPCOHAIBHBIX TAHHBIX;

- KOH(DHUICHIIMATEHOCTH (COXPAaHEHHUSI B TaHE ) MEPCOHAIBHBIX

JTaHHBIX;

- 3alUThl OT HAaBS3bIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, HCKAKCHHBIX)
MEPCOHAIBHBIX JIAHHBIX;

- pa3rpaHUY€HUs] OTBETCTBEHHOCTH 3a HapylIeHUs UX MpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPABHII 0OpAIEHUS C TIEPCOHATLHBIMU IAHHBIMU;

- BO3MOXHOCTH OCYIIECTBJICHUS HENPEPBIBHOIO KOHTPOJISI W YIIPABJICHUSA

nmpooeccaMu O6pa6OTKI/I U riepcaavuu rCpCOHAIbHBIX JaAHHBIX]
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- 3aLIUThI NEPCOHAIBHBIX JAHHBIX OT HE3AaKOHHOI'O PAaCIPOCTPAHEHHSI.

5. llenmu 3amIuThl

OCHOBHOI 1eNbIO, HAa JOCTH)KEHHE KOTOPOW HAamlpaBlIEHbl BCE MOJOKEHUA
Hactosimer [lomuTrku, sBisieTcsl 3ammTa CyOBEKTOB WH(OPMAIMOHHBIX OTHOIICHHM
I['BOY wmkonsi-untepHata uM. M.E.EropoBa r.0. HOBOKYHOBIIIIEBCK OT BO3MOXHOTO
HAHECEHHs] MM MaTepuajIbHOro, (PU3UUYECKOro, MOPAJBLHOTO WJIM HMHOTO yiepoa,
MIOCPEACTBOM CIIYYaHHOTO WM MPEIHAMEPEHHOTO BO3ICHCTBHS HA MEPCOHAIbHBIC
JAaHHBIE, UX HOCUTEIH, MPOIECChl 00padOTKU U NEepeIayu.

VkazaHHas Ueab JOCTUTAeTCs MOCPEACTBOM OOECIEeYEeHUsT U IMOCTOSIHHOTO
MOAJEPKAHUS CICAYIOIIMNX CBOMCTB IIEPCOHAIBHBIX TAHHBIX:

- JIOCTyIHOCTM TEPCOHAIBHBIX JAHHBIX JUIS JIETAJbHBIX IOJIb30BATENEH
(ycTroitunBoro  (pyHKIIMOHMpPOBaHUA HHPOpMaMOHHBIX cucteM ['BOY mkombi-
untepHata uMm. W.E.EropoBa r.0. HOBOKYHOBIIIEBCK, MPH KOTOPOM TOJb30BATENN
UMEIOT BO3MOXXHOCTD MOIYYEHUSI HEOOXOANUMBIX IEPCOHANBHBIX TAHHBIX U PE3yIbTaTOB
penieHus 3aa4 3a IpuemMiieMoe il HUX Bpemsi);

- LEJOCTHOCTH M ayTEHTUYHOCTHU (IIOATBEPKIAECHUE aBTOPCTBA) NEPCOHATBHBIX
JAHHBIX, XpAaHUMBIX U 00padaTbhiBaeMbIX B UHPOpMaUUOHHBIX cucteMax ['BOY mikobi-
untepHata uMm. M.E.EropoBa r.0. HoBOKyHOBIIIIEBCK ¥ TepeqaBaeMol IO KaHajam
CBSI3U;

- KOH(HIEHIIMATBLHOCTH COXpaHEHWs B TalHE OMNPENEICHHOW  YacTu
MEePCOHANIBHBIX JIAHHBIX, XPAaHUMBIX, 00pabaThIBAEMbIX U TIEPE/IaBaeMbIX IO KaHajaMm
CBS3U.

HeoOxoaumbiii ypoBeHb JOCTYMHOCTH, IEIIOCTHOCTH W KOH(PUACHIIMATHHOCTH
NEPCOHANIBHBIX JAHHBIX 00ECHEeUYUBACTCS COOTBETCTBYIOIIMMHU MHOMXECTBY 3HAUMMBbIX
YIPO3 METONAMH U CPEACTBAMH.

6. OcHOBHBIE 3aJauM CUCTEMBI OOecredeHHs] O€30MacHOCTH IMEPCOHATBHBIX
JTAHHBIX.

JIJist TOCTU)KEHUST OCHOBHOM II€JIM 3aIIUTHI U OOCCTICUCHHsI YKa3aHHBIX CBOWMCTB
MEPCOHANILHBIX JIAHHBIX CHCTeMa obOecrieueHus nHpopMannonHoi 6e3omacHoctu ' bOY

mkoasl-uHTepHaTa UM. W.E.Eropopa r.0. HOBOKYHOBIIIIEBCK I0JDKHA OO€CIIeUnBaTh
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3¢ (HEeKTUBHOE pelIeHre CIeAYIOMUX 3a7a4:

- CBOEBpPEMEHHOE BBISBIICHUE, OLICHKA U IIPOrHO3UPOBAHUE UCTOYHHUKOB yIpo3
uHGOPMAIIMOHHON 0€30MacCHOCTH, MPUYMH U YCIOBHUH, CIIOCOOCTBYIOIINX HAHECEHUIO
yiepba 3aMHTEPECOBAHHBIM CYOBbEKTaM HH(POPMAIIMOHHBIX OTHOIICHUN, HAPYIICHUIO
HOpMaJIbHOTO (YHKIMOHUPOBaHUs HH(popMalnoHHbIX cucteM I'BOY mikona-unTepHat
uM. 11.E.Eroposa r.0. HoBOKy#1OBbIIIIEBCK;

- CO3JaHME MEXaHW3Ma ONEpPAaTUBHOIO  PEarupoBaHUs Ha  yIPO3bI
0e30macHOCTH MH(OPMAaLIU U HETAaTUBHBIE TEHACHIINN;

- CO3JaHU€ YCJIOBHUH JUII MUHUMU3ALMY U JIOKAJIM3AlMM HAaHOCUMOTO yuiepOa
HENPAaBOMEPHBIMU JEHCTBUSMU (PU3MUECKMX M IOPUAWYECKUX JIML, Ocia0JIeHue
HEraTUBHOTO BIMSHUA M JIMKBUJALUS [OCJIEACTBUI HapylleHUs Oe30IMacHOCTH
uH(popManuu;

- 3amMTy OT  BMeIIATeNbCcTBA B Ipouecc  (PYHKIMOHUPOBAHUS
MH(OPMAIMOHHBIX CUCTEM I'bOY mxonsl-uaTeprata uMm. W.E.Eroposa
r.0. HoBOKy#ObII1IEBCK NOCTOPOHHMX JIULL;

- pa3rpaHMuY€HHE JOCTYyIa MO0JIb30BaTeNle K HHPOPMALIMOHHBIM, allapaTHbIM,
nporpaMMHeiM U uHbIM pecypcaM ['BOY mkonei-untepnata um. HW.E.Eroposa
r.0. HoBoKy#1ObIIIeBCK (BO3MOXHOCTh JOCTYNa TOJBKO K TEM pecypcaM U
BBINIOJIHEHUS TOJBKO TEX OMNEpanuid ¢ HUMH, KOTOpble HEOOXOIMMbl KOHKPETHBIM
M0JIb30BATENSIM JJI BBINIOJIHEHUSI CBOUX CIYXEOHBIX OOS3aHHOCTEH), TO €CTh 3alllUuTy
OT HECAaHKIIUOHMPOBAHHOTO JOCTYIa;

- 3aIIUTy OT HECAHKUMOHUPOBAHHOW MOAM(PUKALMK HCIOJIb3YEMbIX B
undopmarmonHor  cucteme ['BOY  mkonwsi-untepnata um.  W.E.Eroposa
r.0. HoBOKyHOBIIIIEBCK NPOrpaMMHBIX CPEACTB, a TaKXKe 3allUTy CHCTEMbl OT
BHEJIPEHUSI HECAHKIIMOHUPOBAHHBIX MTPOTPAMM, BKIFOUAsi KOMIIbIOTEPHBIE BUPYCHI;

- 3amMTy UHGOpPMALMM OrPAaHMYEHHOTO TOJIb30BaHUS OT YTEUKH IO
TEXHUYECKUM KaHallaM Ipu ee 00paboTKe, XpaHEHUH U Mepeaye Mo KaHajaM CBA3H.

7. OCHOBHBIE IyTH PEILICHUS 33/1a4 CUCTEMbI 3aIUThI

[TocTaBieHHbIE OCHOBHBIE LEIM 3ALIUTHl U PEIIEHUE NEPEYUCICHHBIX BBIIIE

3agad J0CTUTar0TCA:



- CTPOTMM YYETOM BCEX MOAJIEKAIIUX 3alIUTE PEecypcoB HH(OPMALMOHHOU
cucteMbl ['BOY  mkonbi-untepnata wum. W.E.EropoBa r.0. HoBokyiOBbImeBCcK
(uadopmarnuu, 3amad, TOKyMEHTOB, KaHAJIOB CBSI3U, CEPBEPOB, aBTOMATHU3MPOBAHHBIX
pabounx MecT);

- TOJHOTOM, peadbHOM  BBINOJHUMOCTBED M  HENPOTUBOPEYMBOCTHIO
TpeOOBaHWI  OPTaHHU3AIMOHHO-PACTIOPSIUTENIBHEIX  JoKyMeHTOB ['BOY mikosbI-
uatepHara uM. HW.E.EropoBa r.0. HOBOKyHOBIIIIEBCK MO BoOmpocamM oOecreyeHus
0e3omacHoCcTH UHGPOPMAITUH;

- TOATOTOBKOM JOJDKHOCTHBIX JIMI[ (paOOTHHKOB), OTBETCTBEHHBIX 3a
OpPraHM3allMI0 U OCYLIECTBJICHHWE MPAKTUYECKUX MEPONPUATUN MO 00eCIeyeHUI0
0€30MacCHOCTH MEPCOHATBHBIX TAHHBIX U MPOIECCOB UX 00pabOTKH;

- HaJeNeHHEeM  KaxjJoro  paboTHMKa  (MOJIb30BaTENsl)  MHHUMAIBHO
HEOOXOJAMMBIMU I BBIMOJHEHUS UM CBOMX (DYHKIMOHAIBHBIX O0O0sS3aHHOCTEH
MOJIHOMOYMSIMH 10 AOCTYyNy K MH(pOpMalMOHHbIM pecypcam ['BOY mikonbl-uHTEpHaTa
uM. U.E.EropoBa r.o. HoBokyiOBbIIIeBCK;

- YEeTKMM 3HAaHUEM M CTPOTMM COOJIOAEHHUEM BCEMHU MOJIb30BATEISIMU
uHpopmarmonHslx  cucreM  ['BOY  mxonbl-untepnara  um.  W.E.Eroposa
r.0. HoBOKYOBITIIEBCK TpeOOBaHMI OpPraHU3alMOHHO-PACIIOPAAUTEIBHBIX
JIOKYMEHTOB 10 BOIIpOcaM obecneueHus: 6e30MacHOCTH UH(POpMaLUK;

- TIEpCOHAJIBLHOW OTBETCTBEHHOCTHIO 3a CBOM JACUCTBUS KaXJI0T0 pabOTHHKA, B
paMKax  CBOMX  (PYHKIIMOHQJIBHBIX  OOS3aHHOCTEM  HMMEIOMIETO  JOCTyn K
uHpopmaimonHsiM  pecypcam  ['BOY  mkonbi-untepnara uM. W.E.Eroposa
r.0. HOBOKYMOBITIIEBCK;

- HEOpepbIBHBIM MOAJECPKAHUEM HEOOXOJUMOTO YPOBHS 3alllUIIEHHOCTH
anemeHToB uHpopmanmonHod cpeasl ['BOY mkonbi-untepnata um. W.E.Eropora
r.0. HOBOKYMOBIIIIEBCK;

- OpUMEHEHUEM (PU3MYECKUX U TEXHUYECKUX (IMPOrpaMMHO-aNnapaTHbIX )
CPEACTB 3alUTHI PECYPCOB CUCTEM U HENMPEPHIBHOW aJIMHUHUCTPATUBHOW IMOIIECPKKON
MX UCIOJIb30BAHUS,

- 3(1)(1)CKTI/IBHBIM KOHTPOJIEM Hal CO6JIIO,ZI€HI/I€M ITIOJBb30BaATCIISIM U
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UH(POPMAITMOHHBIX pecypcoB I'bOY wkonsl-unrepnata uMm. M.E.Eroposa
r.0. HoBOKyMOBIIIIEBCK TPEOOBAHUM 10  00ECIIEUCHHIO 0€30IMaCHOCTH HH(OPMAIIUH;

- IOpUIANYECKON 3aIIATON VHTEPECOB I'BOY LIKOJIBI-MHTEpHATA
uM.M.E.EropoBa r.0. HOBOKYMOBIIIIEBCK MpHU  B3aUMOACHCTBUM C  BHEUIHUMH
opraHuzanusiMu  (CBSA3aHHOM €  OOMEHOM  TMEpPCOHAIBHBIMU  JIaHHBIMH)  OT
IIPOTUBONIPABHBIX JIEUCTBUW, KAaK CO CTOPOHBI JTUX OpraHMU3alUW, TAK MU OT
HECaHKIIMOHUPOBAHHBIX JEHCTBUN 00CITYKMBAIOIIETO MEPCOHAIA U TPETHUX JIMII.

V. OCHOBHBIE TPUHIUIIBI IOCTPOEHUSA CUCTEMbI
BE3OIMTACHOCTH INTEPCOHAJIBHBIX IAHHBIX

8. IloctpoeHue cuctembl oOecrieueHusi OE€30MaCHOCTH IMEPCOHANbHBIX JaHHBIX
I'BOY  wmkonel-untepHara uMm. HW.E.EropoBa r.0. HoBokyliObIlIEBCK, u €€
(GYHKIMOHUPOBAHUE JOJDKHBI OCYIIECTBIATHCS B COOTBETCTBUU CO CIEAYIOLIUMU
OCHOBHBIMHU ITPUHIUIIAMU:

- 3aKOHHOCTb;

- CUCTEMHOCTBb;

- KOMIUIEKCHOCTb;

- HENpepbIBHOCTH;

- CBOEBPEMEHHOCTB;

- IPEEeMCTBEHHOCTh M HEMPEPHIBHOCTh COBEPIICHCTBOBAHUS;

- pa3yMmHas JOCTaTOYHOCTH (IKOHOMHUYECKAs 11eJ1eCO00Pa3HOCTD);

- IEpPCOHAJIbHAs OTBETCTBEHHOCTB;

- MHUHHMMM3ALUA TOJTHOMOYMIA;

- HUCKJIIOYEHHE KOH(IMKTa HHTEPECOB,;

- B3aUMOJCICTBHUE U COTPYIHUYECTBO;

- TUOKOCTb CUCTEMBI 3allIUTHI;

- OTKPBITOCTbH AJITOPUTMOB U MEXAHNU3MOB 3aLUTHL;

- [POCTOTa MPUMEHEHUS CPEICTB 3ALIUTHI;

- 000CHOBaHHOCTb U TEXHUYECKAsl PEATU3yEeMOCTb;

- cnenuanu3auus ¥ NpopecCHOHATN3M;

- 00513aTEILHOCTh KOHTPOJIA.
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9. 3akoHHOCTH

[IpeanonaraeT oCylIeCTBICHUE 3AIIUTHBIX MEPONIPUATUN U Pa3pabOTKy CHUCTEMbI
O0e3onacHocTH TepcoHANbHBIX JaHHbIX ['BOY mkonsi-untepnata um. W.E.Eroposa
r.0. HOBOKYHOBIIIIEBCK B COOTBETCTBUU C JCHCTBYIOIIMM 3aKOHOJATEIILCTBOM B
00JIaCTH 3allUTHI IEPCOHANIBHBIX JAaHHBIX, & TAKXKE JPYTUX 3aKOHOJATEIBHBIX aKTOB IO
o6e3onmacHoctn wuH(popMmanuun P®d, ¢ mpumMeHeHHEeM BCeX 03BOJICHHBIX METOJIOB
OOHapy>KeHUsI M TMpPECceYeHUs IMpaBOHAPYUICHUH Npu paboTe C MepCOHATbHBIMU
naHHeIMU. [IpuHATBEIE Mepbl 0€30MacCHOCTH NEPCOHANBHBIX JAaHHBIX HE JIOJKHBI
MPEIMSATCTBOBATh JIOCTYIy MPAaBOOXPAHUTENIBHBIX OPraHOB B MPEAYCMOTPEHHBIX
3aKOHOJIATEIBCTBOM CIIy4asiX.

Bce nonb3oBarenu uHdopManuonHoit cucrembl 'BOY mikonbl-UHTEpHATA WM.
N.E.EropoBa  r.0. HOBOKYHIOBIIEBCK  JOJDKHBI ~ MMETh  MpEACTaBiI€HHE 00
OTBETCTBEHHOCTH 32 MPABOHAPYIICHUS B 0071aCTH 00paOOTKU MEPCOHANBHBIX TAHHBIX.

10. CucremHOCTH

CucteMHBI TIOJIXOJT K MOCTPOEHUIO CUCTEMBI 3amuThl uHpopmanuu B ['BOY
mkone-untepnare umM. M.E.EropoBa r.0. HoBOKyIOBIIIIEBCK MpeanogaraeT y4eT BceX
B3aMMOCBSI3aHHBIX, B3aWMOJICMCTBYIOIINX W U3MEHSIOIIMXCS BO BPEMEHH JJIEMEHTOB,
yCJIOBUM U (haKTOPOB, 3HAUMMBIX JIJIi TOHUMAHUS M PEIICHUS MPOOJIeMbl 00eCriedeHUs
0€30MacCHOCTH MEPCOHATBHBIX JIAHHBIX.

[Ipu co3manuu CUCTEMBI 3aIIUTHI TOJDKHBI YYUTHIBATHCS BCE clabble U Hanboliee
ys3BUMBIE MecTa uHPopManuoHHOM cuctembl ['BOY  mikonbl-uHTEpHaTa WM.
N.E.EropoBa r.0. HOBOKyHOBIILIEBCK, a TaKkXe XapakTep, BO3MOXKHbIE OOBEKTHl U
HampaBJeHUs] aTak HAa  HEe CO  CTOPOHBI  Hapymmrtened  (0COOCHHO
BBICOKOKBAJTM(DUITUPOBAHHBIX  3JIOYMBINIJIEHHUKOB). CucTeMa  3aluThl  JOJDKHA
CTPOUTBCS C YYE€TOM HE€ TOJIbBKO BCE€X HW3BECTHBIX KAHAJIOB IPOHUKHOBEHUA U
HECAaHKIIMOHUPOBAHHOTO JIOCTyNMa K HWH(OpMAIMU, HO M C YYETOM BO3MOKHOCTHU
MOSIBJICHUS! TPUHIIMITMAIBHO HOBBIX MTyTEH peaau3aliuu yrpo3 6€30MacHOCTH.

11. KomniekcHOCTb

KomruiekcHOEe MCnosIb30BaHWE METOJOB M CPEACTB 3AIIUThl KOMITBFOTEPHBIX

CUCTEM IIpearnoiaract CcorjiaCoBaHHOC IIPUMCHCHHC PAa3HOPOAHBIX CPCACTB IIpHU
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IIOCTPOCHUM LIEJIOCTHOM CHUCTEMBI 3allUThI, IEPEKPHIBAIOIIECH BCE CYIIECTBEHHBIE
(3HAUMMBIC) KaHAIbl pealu3allid Yrpo3 M HE cojlepiKalleid ciladblX MECT Ha CThIKax
OTJIEJbHBIX €€ KOMIIOHEHTOB. 3allluTa JIOJKHA CTPOUTHCS SUICIIOHMPOBAHO. BHemHsA
3alUTa JOJHKHA oOecneunBaThesl (PU3MUECKMMH CPEICTBAMHU, OPraHU3allMOHHBIMHU U
MIPAaBOBBIMH MEPaMHU.

12. HemnpepbIBHOCTH 3alIUTHI

ObecnieueHrie  0O€30MACHOCTH  MEPCOHAIBHBIX  JAHHBIX  —  MpoIlecc,
ocymectBisieMbli  pykoBogureneM ['BOY  mkonbl-untepnara um. HW.E.Eroposa
r.0. HoBOKy#10BIII€BCK, aAMUHUCTPATOpaMU 0€30MaCHOCTH UH(OPMAIIMOHHON CUCTEMBI
u pabotnukamu ['BOY mikonel-untepnara um. W.E.Eroposa r.o. HoBoky#OsImeBck
BCEX YPOBHEW. JTO HE TOJBKO M HE CTOJBKO NIpPOLEAypa WM MOJUTHKA, KOTOpas
OCYILECTBISIETCS B ONPENCIICHHBIM OTPE30K BPEMEHM WM COBOKYIIHOCTH CPEICTB
3alUThI, CKOJIBKO IIPOLECC, KOTOPBIM JOJDKEH IOCTOSHHO MATH Ha BCEX YPOBHSAX
BHYTpU ['BOY mkonei-untepnara um. M.E.EropoBa r.0. HOBOKYHOBIIIEBCK U KaXIbIi
pabotauk ['BOY mxonsi-untepnara um. M.E.Eroposa r.0. HoBoKky#OBIIIEBCK AOHKEH
OpUHUMATh y4yacTue B 3TOoM npouecce. JlesaTenbHOCT 1O  00ECIeYeHUIO
MH()OPMAIIMOHHOW  OE€30MaCHOCTH  SIBIISIETCS COCTABHOM 4YacThlO IOBCEIHEBHOM
nestenpHOocTH ['BOY mikonel-untepunara uMm. U.E.Eroposa r.o. HoBokyiiOsimesck. U ee
3¢ ()EeKTUBHOCTh 3aBUCHUT OT ydyactusd pykoBoautens ['BOY mkosnbl-uHTEpHATA WM.
N.E.Eroposa r.0. HoBoKkyiiObIIIeBCK B 0OecriedeHHH WHOOPMAITMOHHONW 0€30MacHOCTH
MEPCOHAIBHBIX IAHHBIX.

Kpome Toro, OONbIIMHCTBY (PU3MYECKUX M TEXHUUECKHX CPEACTB 3aLUTHI IS
7G()EKTUBHOTO  BBIMIOJIHEHHWSI  CBOMX  (PYHKIMHA  HeoOXoawma  TOCTOSHHAsS
OpraHu3alvoHHas (aAMUHUCTpAaTUBHAs) TMOJJEpKKa (CBOEBpEMEHHas CMEHa U
o0OecrieyeHWe  NPABWIBHOTO  XpaHEHUss W NPUMEHEHHS  MMEH,  IapoJieH,
nepeonpeeieHie nmojaHoMounii u T.1.). IlepepbiBbl B paboTe CpeAcTB 3alUThl MOTYT
ObITh MCIOJIb30BaHbl 3JOYMBIIUICHHUKAMHU [Jis aHalu3a MPUMEHSEMbIX METOJOB U
CPEACTB 3allUThl, JUIsI BHEAPEHUS CHEIUAIbHBIX MPOrPAaMMHBIX U ammnapaTHbIX
"3aKJ1aJI0K" U APYTUX CPEACTB MPEOIOJICHHUS 3alUTHI.

13. CBoeBpeMEeHHOCTh
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[Ipeamonaraer ympexmamIMi XapakTep Mep obecrnedeHus O0e30MacHOCTH
MEPCOHAIBHBIX JAaHHBIX, TO €CTh IIOCTAHOBKY 3aJay I10 KOMIUIEKCHOW 3alluTe
NEPCOHANBHBIX JAaHHBIX U pean3aliio Mep o0ecnedeHnst 0€30MacHOCTH MePCOHATBHBIX
JAHHBIX HAa PaHHMUX CTaausAX pa3pabOTKM MH(OPMALMOHHBIX CUCTEM B IEJIOM M HX
CUCTEM 3alIUThI, B YACTHOCTH.

Pa3paboTka cucTembl 3alIMTHI JTOJDKHA BECTUCH MapajuiebHO C pa3paboTKoil u
pa3BUTHEM cCaMoO# 3aluiiaeMoil MHPOPMAIMOHHON CHUCTEMOM. DTO MO3BOJIUT y4eCTb
TpeOoBaHMs O€30MaCHOCTU MPU MPOEKTUPOBAHUU APXUTEKTYPHI U, B KOHEUHOM CYETE,
co3garb Oosiee 3(pPexTuBHbIE (KaK IO 3aTparaM pecypcoB, TaK U IO CTONKOCTH)
CUCTEMBI, 00JIafjatoII1e JOCTaATOUHBIM YPOBHEM 3alUIIIEHHOCTH.

14. IIpeeMCTBEHHOCTh U COBEPLIEHCTBOBAHUE

[Ipeanonaraer MOCTOSHHOE COBEPIICHCTBOBAHME MEpP M CPEACTB 3alllUThl
MEPCOHAIBHBIX JAHHBIX HAa OCHOBE NPEEMCTBEHHOCTHM OpPraHU3alUOHHBIX U
TEXHUYECKUX  pEIICHUH, KaJpOBOTO  COCTaBa, aHajau3za (PYHKIMOHUPOBAHMS
undopmarmonusix  cucteM  ['BOY  mkonel-untepnata um.  W.E.Eroposa
r.0. HOBOKYMOBIIIIEBCK M CHUCTEMbI €€ 3allUThl C Y4€TOM HM3MEHEHUN B METOJax u
cpelncTBax ImepexBara HMH(POPMALMKM, HOPMATUBHBIX TpeOOBaHWI MO  3allIMTe,
JOCTUTHYTOT'O OTE€YECTBEHHOTO U 3apy0eHOTO OMbITa B 3TOHM 00s1acTu.

15. Pa3ymHas 10CTaTOYHOCTH (IKOHOMHYECKAs IEJIeCO00Pa3HOCTB)

[Ipenmnonaraer cOOTBETCTBHE YpPOBHS 3arpaT Ha oOecredyeHue O0e30MacHOCTH
MEPCOHANBHBIX  JTAHHBIX IIEHHOCTH WH(GOPMAIIMOHHBIX pECypCOB U  BEIUYUHE
BO3MOYKHOTO ymiepba OT HX pas3rjaleHusi, YTpaThl, YTEUKH, YHUUYTOXKEHUS U
uckaxenus. Hcmonb3yemble Mepsl M cpeacTBa oOecredeHHus Oe30MacHOCTH
MH()OPMAIIMOHHBIX PECYPCOB HE JIOJDKHBI 3aMETHO YXYJAIIATh HSPrOHOMHYECKUE
nokaszaresid paboThl KOMIIOHEHTOB HHGpopMaloHHoM cuctemMbl ['BOY  mkosbi-
untepHata uM. .E.Eropoga r.0. HoBoky#iOBbIIIIeBCK.

16. IlepcoHanbHasi OTBETCTBEHHOCTh

[Ipenmnonaraer BO3J0KEHHUE OTBETCTBEHHOCTH 3a oOecredeHue Oe30MacHOCTU
MEPCOHANIBHBIX JAHHBIX U CHCTEMBI X 00pa0OTKM Ha Ka)XJA0ro pabOTHHKA B MpeJenax

€ro IOJHOMOYMH. B COOTBETCTBUM C 3THUM IIPUHOUIIOM PpacripCaciICcHuc IIpaB H
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00s13aHHOCTEM pPaOOTHUKOB CTPOMTCA TakUM 00pa3oMm, 4YTOOBI B ciy4yae JitoOOTo
HapyILIEHUsI KPYT BUHOBHUKOB ObLIT YETKO U3BECTEH MJIM CBEACH K MUHUMYMY.

17. MuHuM#3anus moJIHOMOYHNN

O3HayaeT MpenoCTaBlICHUE TOJIH30BATEIIM MHUHUMAIBHBIX IpaB JOCTyNa B
COOTBETCTBUM CO CIIy>)KEOHOW HE0OXOAMMOCThIO. [[OCTYIl K MepCOHAIbHBIM JTaHHBIM
JIOJKEH TPENOCTAaBIATHCA TOJBKO B TOM CiIy4ae W OoOBEME, €ClIM 3TO HEe0OXOIUMO
PaOOTHHUKY JIJIs1 BBITIOJTHEHUS €r0 TOJDKHOCTHBIX 00S3aHHOCTEH.

18. MHckmroueHue KOHPIMKTa UHTEPECOB (pa3jaeieHue GyHKIu).

OddextuBHas cucrema oOecneyeHuss HMHGOPMALMOHHOM  0€30MacHOCTU
OpeanoyiaraeT 4eTKoe paszesieHue o0s3aHHOCTe pPaOOTHUKOB M HCKIIIOYEHHE
CUTyallMii, Korjga cdepa OTBETCTBEHHOCTH pPa0OTHUKOB JOMYCKAeT KOH(IUKT
unatepecoB.  Cdeppl  MOTEHIMATBHBIX  KOH(MIUKTOB  JOJDKHBI  BBISBIISTHCH,
MUHUMHU3UPOBATHCA, U HAXOAUTCA [10/1 CTPOTMM HE3aBUCUMBIM KOHTpoJeM. Peanuzanus
JAHHOTO TPUHIMIA TPEANojaraeT, 4yTro HHU OJWH paOOTHUK HE [OJKEH HUMETh
MOJIHOMOYH, MO3BOJIAIOIINX €MY €UHOIMYHO OCYILECTBIISAThH BBIIOJIHEHNE KPUTHUHBIX
onepauuii. Hanenenme paOOTHUKOB MOJTHOMOYHUSIMHU, MOPOXKIAAIOIUMU KOH(IUKT
WHTEPECOB, Aa€T €My BO3MOKHOCTH MOITACOBBIBATH HHPOPMAIIHIO B KOPHICTHBIX IETSX
WIH C T€M, YTOOBI CKPBITh POOJIEMbI WM TOHECEHHBIE YOBITKH. JJI1 CHI)KEHUS prcKa
MaHUYJIUPOBAHUS MIEPCOHATBHBIMU JAaHHBIMU W PUCKA XUIICHUS, TAKUE TTOTHOMOYMS
JOJKHBI B MAKCHUMAaJIbHO BO3MOXKHOM CTENEHU OBbITh pa3fesieHbl MEXIy pa3iIuuHbIMU
pabotnukamu ['BOY mkonel-untepnata um. W.E.EropoBa r.0. HoBOKY#OBIIIIEBCK.
HeoOxoaumo NpoBOAUTH MEPUOJUYECKHE TPOBEPKH OOsI3aHHOCTEH, (QYHKUHUA WU
JESITEIbBHOCTH paOOTHUKOB, BBIMTOJHAIOMIUX KIIOYEBbIe (PYHKIIMH, C TEM, YTOObI OHHU HE
UMEJM BO3MOXHOCTH CKPBIBATh COBEPIICHHE HEMPaBOMEPHBIX jaeicTBuil. Kpome Toro,
HEOOXOJMMO TPUHUMAThH CIENHaIbHbIE MEpPhl 10 HEOMYIICHHUIO CroBOpa MEXIY
paboTHUKaMU.

19. BzaumopeicTBHE U COTPYIHUYECTBO

[Ipeanonaraer co3nanue OmnarompusTHONW atMmochepsl B KoiwiektuBe [bOY
mkonbli-uHTepHata uM. W.E.EropoBa r.0. HoBOKyiiObIieBck. B Takoit oOcTraHOBKE

pa6OTHI/IKI/I JOJI2KHBI OCO3HAaHHO CO6J'IIO,Z[3TB YCTAaHOBJICHHBIC ITpaBHWJia W OKa3bIBATb
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CONACHCTBUE JEATENBHOCTH aJMUHHCTPATOPOB OE€30MacHOCTH HMH()OPMAILIMOHHBIX
CUCTEM NIEPCOHAJIBHBIX JaHHBIX.

BaxupiM snemeHTOM 3()PEeKTHBHON CcUCTEeMBbl oOOecredeHuss O0e30MacHOCTU
nepcoHanbHbIX  gaHHbIX B ['BOY  mkone-unrtepnare um.  M.E.Eroposa
r.o. HoBokyiiObIIIeBCK ~ sIBiIIETCA  BBICOKas KyJbTypa paboTbl ¢ HH(pOpManueil.
PykoBoacteo 'BOY mkonsl-unrepnata uM. M.E.Eroposa r.o. HoBokyiiObIIIEBCK HECET
OTBETCTBEHHOCTh 3a CTpPOroe COOJIOJAEHME OSTUYECKMX HOPM M CTaHJapTOB
npo(eCCUOHANIBHON ~ JIEATENbHOCTH, MOJYEPKUBAIOIIEH W JEMOHCTPUpPYIOIIEH
NEPCOHANTY Ha BCEX YPOBHIX BAXKHOCTh OOecrieueHHs] HHPOPMAMOHHON 0€3011aCHOCTH
['BOY mkonsi-unteprara uMm. W.E.EropoBa r.0. HoBoky#iObimeBck. Bece paboTHuku
['BOY mkosnbl-untepnaatr uM. M.E.Eroposa r.0. HOBOKyHOBIIIEBCK AOIKHBI TOHUMATh
CBOIO POJIb B Mpoluecce obdecrneyeHus: HHPOPMALIMOHHON O€30MacHOCTH M NMPUHUMATH
ydacTue B 3TOM mpouecce. HecMoTpst Ha TO, 4TO BBICOKas KyJbTypa OOecHedeHus
MH(OPMAIIMOHHOW ©O€30MacHOCTH HE TrapaHTUPYET AaBTOMATHYECKOIO JTOCTHKEHHS
LeNel, ee OTCYTCTBHE CO3JaeT OO0JIbLIE BO3MOKHOCTEH ISl HApYLIEHUSI O€30M1acHOCTH
WIN He 0OHapyx eHusl (PaKTOB €€ HapyILICHHUS.

20. TI'mOKOCTH CHCTEMBI 3aIUTHI

Cucrema obecrnieueHrss ”HOOPMAIIMOHHON 0€30MacHOCTH JOJKHA OBITh CIIOCOOHA
pearupoBaTh Ha W3MEHEHHMsI BHEIIHEW cpeapl W yciaoBud ocymectBieHus ['bOY
mkosior-untepHatom uM. M.E.Eroposa r.0. HoBoky#ObIIIIeBCK CBOEH AesTENbHOCTU. B
YUCJIO TAKUX U3MEHEHHUI BXOJAT:

- W3MCEHEHHUS OpraHMW3alMOHHOM M IUTaTHOM CTPYKTypbl ['BOY mikossl-
untepHata uM. .E.EropoBa r.0. HOBOKyHOBIIIIEBCK;

- H3MEHEHME CYLIECTBYIOUIMX WA BHEAPECHHE MPUHIMIINAIBHO HOBBIX
MH(OPMAIMOHHBIX CUCTEM;

- HOBBIE TEXHUUYECKHUE CPEICTBA.

CBOICTBO THOKOCTH CHCTEMBbI oOecreueHus: MHGOPMAIMOHHONW O0€30MacHOCTH
n30aBJseT B TaKUX CUTYalUSIX OT HEOOXOAMMOCTH MPHUHITHS KapJUHAJIBHBIX MEp IO
MOJIHOM 3aMEHE CPEJICTB U METOAOB 3allIMThl HAa HOBBIE, YTO CHHIKAET €€ OOIIyIo

CTOUMOCTb.
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21. OOOCHOBaHHOCTH M TEXHHUYECKAS PEAIU3yEeMOCTb

NudopmanimoHHble TEXHOJIOTMHM, TEXHUYECKUE M MPOTPAMMHBIE CPENICTBa,
CpeICTBAa U MEpbI 3aIIUTHl MEPCOHATBHBIX JAHHBIX JOJDKHBI OBITh pealn30BaHbl Ha
COBPEMEHHOM YpPOBHE pa3BUTHSl HAyKM M TEXHUKH, OOOCHOBAHBI C TOYKH 3PECHHS
JOCTIHKEHMSI 33JJaHHOTO YPOBHS 0e30macHOCTH MHGOpPMAlMM W SKOHOMUYECKON
EJIeCO00Pa3HOCTH, a TaKXKe JOJDKHBI COOTBETCTBOBATH YCTAaHOBJIEHHBIM HOpPMaM H
TpeOOBAHUAM MO 0€30MACHOCTH MEPCOHATBHBIX JaHHBIX.

22. Crhenuanuzanus U IpoQeccruoHaIn3mM

[Ipeanonaraer npuBiieyeHUE K pa3pabOTKE CPEACTB U peann3aluyd MEp 3allUThbl
IIEPCOHAIIBHBIX JTAHHBIX CIELMAIM3UPOBAHHBIX OpraHu3aLuu, Hauboee
MOJATOTOBJIEHHBIX K KOHKPETHOMY BHY JI€ATE€IBHOCTH M0 00ECIEeYeHUI0 0€30MacHOCTH
MH()OPMAIMOHHBIX  PECYPCOB, HMMEIOLIUMX  OINBIT  IPAKTUYECKOHM  paboOThl H
rOCyJIapCTBEHHYIO JIMIIEH3UIO Ha MPaBO OKa3aHMs YCIYyT B 3TOW 00JacTH (JIULIEH3UAThI
OCTOK Poccum u @DCb Poccum). Peanuzanmss aIMHUHHCTPATUBHBIX MeEp U
OKCIUTyaTallMsl CpPEACTB  3alllUThl JOJDKHA  OCYIIECTBISATHCS  MPOPECCHOHATBHO
noArotoBiieHHbiIMU  paboTHukamMu ['BOY  mkonei-untepnata wum. W.E.Eroposa
r.0. HoBokyiiObIeBCK (aAMUHUCTpATOpaMu 0€30MaCHOCTH HH(OPMAIMOHHBIX CHCTEM
NIEPCOHAIIBHBIX JAHHBIX).

23. OO0s3aTENbHOCTH KOHTPOJIS

[Tpenmnonaraer 00s13aTEILHOCT U CBOEBPEMEHHOCTh BBISBJICHUS U IPECEUCHUS
NOMBITOK  HapyUIEHUs YCTaHOBJIEHHBIX MpaBuj, oOecredeHuss Oe30MacHOCTU
NEPCOHANIbHBIX JAHHBIX, HA OCHOBE WCIOJb3YEMBIX CHUCTEM U CPEICTB 3allUTHI

NEPCOHANIBHBIX TaHHBIX, IPY COBEPIICHCTBOBAHUYN KPUTEPHEB U METO/I0OB OLIEHKH
3 PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KoHTpoib 32 1esTeabHOCTBIO JII000T0 MOJIb30BaTENs, KAXKIOI0 CPEACTBA 3aIUTHI
U B OTHOIICHHUU JIIOOOTO OOBEKTa 3alIMTHl JOJKEH OCYIIECTBIISATHCS HAa OCHOBE
INPUMEHEHUSI CPEACTB ONMEPATUBHOIO KOHTPOJISI M PETUCTPAIIMU U JOJHKEH OXBaThIBATh
KAaK HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKLIMOHUPOBAHHBIE IEMCTBUS NOJb30BATENIEH.

Kpome Toro, oddextuBHas cucrema obOecnedeHUs HHPOPMAITMOHHOM

0e30macHOCTH TpeOyeT HaIMuMs aJeKBaTHOM M BceoObemutromield uHopManuu o
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TEKYIIIEM COCTOSHUU MPOIIECCOB, CBA3AHHBIX C JABM)KCHHEM WH(DOpPMAIUU U CBEICHUN O
COOJIIOJICHUN YCTAaHOBJICHHBIX HOPMATHBHBIX TPEOOBAHMM, a TakKe JTOMOJHUTEIHLHOU
uHbOpMaIlMK, UMEIOLIEH OTHOIIEHHE K MPHUHATHIO permieHuid. Mudopmarms momxHa
OBITh Ha/IC)KHOM, CBOEBPEMEHHOM, TOCTYITHOW U MPABUIBLHO OPOPMIICHHOM.

Henoctatku  cuctembl  oOecrieueHuss  MHGOPMAIIMOHHONM  0€30MacHOCTH,
BbIsiBIICHHbIE ~ paboTHukamu  ['BOY  mkonwsi-untepnata uM.  W.E.Eroposa
r.0. HOBOKYMOBIIIIEBCK JTOJKHBI HEMEJJICHHO JOBOJMUTHCS JIO CBEJICHUS JAHPEKTOpa
['BOY mkonsl-untepnara um. W.E.EropoBa r.o. HoBoKyiObIIIIEBCK U ONEpPaTUBHO
yCTpaHAThCS. Bompockl, KOTOpbIE KaXyTCS HE3HAUUTEIIbHBIMHU, KOTJa OTACIbHBIC
MPOIIECCHI PACCMATPUBAKOTCA U30JIUPOBAHHO, IIPU PACCMOTPEHUN UX HApsAy C APYTUMU
aCIeKTaMy MOTYT yKa3aThb HAa OTPHULATENbHBIC TEHICHIIMU, TPO3SIIME NEepepacTd B
KpYIHBIE HEJOCTATKH, €CJIM OHU HE OYAYT CBOEBPEMEHHO YCTPAHEHBI.

V. MEPBI, METO/bI U CPEACTBA OBECIIEYUEHUSA TPEBYEMOI'O

YPOBHA 3AINUTHI UTHO®OPMAILIMOHHBIX PECYPCOB
24. Mepsl obecrieueHnst ”HOOPMAIIMOHHON 0€301MacCHOCTH
Bce wmepbl obOecnieuenust Oe3zomacHOCTH HHPOpMaMOHHBIX cucteM ['BOY

mkoJel-uHTepHaTa uM. M.E.EropoBa r.0. HoBoKky#OBIIIEBCK MOIpa3IesaOTCs Ha:

IIPAaBOBbIE (3aKOHOAATEIIbHBIE);

- MOpPaJIbHO-3THYECKHUE;

- TEXHOJIOTUYECKUE;

- OpraHu3alMOHHbIE (aIMUHUCTPATHUBHBIE);

- (usuyeckue;

- TeXHHYECKHUe (anmaparypHbie ¥ IPOrpaMMHBIE).

24.1. 3akoHonaTenbHbIe (IPAaBOBbIE) MEPHI 3aIIUTHI

K mpaBoBBIM MepaM 3alIUTHl OTHOCATCS JACUCTBYIONINE B CTPAHE 3aKOHBI, YKa3bl
¥ HOPMATHUBHBIE aKTbhl, PETIAMEHTUPYIOLIUE NpaBuia oOpalleHusi C MepPCOHATbHBIMU
JTaHHBIMHU, 3aKpEIULIIONINE TMpaBa W OOS3aHHOCTH YYaCTHUKOB HH(OPMAIIMOHHBIX
OTHOILIEHUH B Mpollecce X 0OpabOTKH U MCHOJB30BaHUs, a TAK)KE yCTaHABIMBAIOLIHIE
OTBETCTBEHHOCTb 3a HapyLIEHUs 3TUX npaBui. [IpaBoBbie MepbI 3aIIUTH HOCAT B

OCHOBHOM  YIPEXKIAOIMINK, MOpoUIAKTUUECKUN  XapakTep U TpeOyroT
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MOCTOSIHHOW Pa3bACHUTENBHON pabOThI ¢ TOIB30BATENSIMU MHPOPMAITMOHHON CUCTEMBbI
I'BOY mikonsi-untepuara uMm. U.E.Eroposa r.o. HoBoky#OBbIIIeBCK.

24.2. MopanbHO-3TUYECKHE MEPHI 3aIUThHI

K MopanbHO-3THUECKMM Me€paM OTHOCSTCS HOPMBI IIOBEJIECHHUS, KOTOpPBIE
TPaJAMIIMOHHO  CJIOXWINCh WM  CKIAJBIBAIOTCA IO MEpE  pacrnpoCcTpaHEHUs
UHPOPMAIIMOHHBIX TEXHOJIOTUH B oOmIeCTBE. DTH HOPMBI OOJBIICH YaCThIO HE
SBJISIIOTCSL 00s3aTEIbHBIMU, KaK 3aKOHOJIATEIbHO YTBEP>KIICHHbIE HOPMATUBHBIE AKTHI,
OJIHAKO, MX HECOOJIOJICHUE MOXET MPUBECTH K MaJCHUIO aBTOPUTETA, IMPECTUKa
yenoBeka, rpymnsl sy wm  ['bBOY  mkomei-untepnata uMm.  H.E.Froposa
r.o. HoBokyiiObimieBck B 1eiaoM. MopanbHO-3TUYECKHE HOPMbI  OBIBAIOT — Kak
HEIMCaHbIe, TaK U MUCAHbIE, TO €CTh 0()OPMIICHHBIE B HEKOTOPBIN CBOJI (YCTaB) MpPaBUI
WIH MpEeANUCAHUI. MopanbHO-3THYECKHE MeEpBI 3AIUTHI SABJISFOTCS
npoUIAKTUYECKUMH M TpeOYIOT MOCTOSIHHOM paOoThl MO CO3AAHUIO 30POBOIO
MOPAJIBHOTO KJIMMATa B KOJIJIEKTUBE.

24.3. TexHOJIOTrHYECKHE MEPHI 3aIUTHI

K nanHoMy Buay Mep 3alIUThl OTHOCSTCS Pa3HOTO pOJia TEXHOJOTHMYECKHE
pElIeHUs U IPUEMbl, OCHOBAHHbBIE HA UCIIOJIb30BAHUHM HEKOTOPBIX BUIOB U30BITOYHOCTH
(cTpykTypHOH, (GYHKIMOHAIBHOW, WH(MOPMAIIMOHHONW, BpPEeMEHHOM © T.OI.) |
HaIlpaBJEHHbIE HA YMEHBIICHHE BO3MOKHOCTH COBEpIIEHUS PAaOOTHUKAMH OIIMOOK U
HapyLICHU! B paMKaX MPeI0CTaBIECHHBIX UM MPaB U MOJTHOMOYHH.

24.4. OpraHuzalMoHHbIE (aIMUHUCTPATUBHBIC) MEPHI 3aIUTHI
OpraHu3aiMoHHble (aIMUHUCTPATUBHBIE) MEPBl  3AIUTBI - 3TO  MEPbI

OpPraHU3aIIOHHOTO XapakTepa, pErjlaMEeHTHPYIOIINE IIPOLIECCHI
(GYHKUMOHUPOBAHUS CUCTEMBbI OOpPabOTKH MEPCOHANIBHBIX JAaHHBIX, HCIOJIb30BAHHUE €€
pecypcoB,  JAEATENbHOCTh  OOCTY>KMBAIOUIErO0 TEpcoHajna, a Takke TMOpSAIoK
B3aMMOJICUCTBHS TIOJB30BaTENIe C CUCTEMON TakuM 00pa3oM, 4TOOBI B HAWOOJbIIICH
CTENEHU 3aTPYAHUTHh WM UCKIIOYUTH BO3MOKHOCTh peajn3alliid yrpo3 0e30MacHOCTU
WIA CHU3UTH pa3Mep MOTEPh B ClIydae UX pealin3aluu.

24.5. ®opMupoBaHUE TTOJIUTUKU OE€30MMACHOCTH

['maBHas 1enb aAMMHUCTPATUBHBIX MEpP - C(POpMUPOBATH MOJUTUKY B 00JacTU
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oOecniedyeHrss 0€30MACHOCTH TEPCOHAJIBHBIX JaHHBIX (OTPAKAIOLIYI0 MOAXOABI K
3alllUTEe TMEepPCOHANBHBIX JAHHBIX) U OOECIEYUTh €€ BBIMOJHEHUE, BbIACISS
HEOOXOJUMbIE PECYPCHI M KOHTPOJIUPYS COCTOSTHUE JIE.

25. PernamenTanus 10CTyIa B TOMEICHUS

Kommnonentsl undopmanuonnoit cucrembl ['BOY mikonbl-uHTEpHATa M.
N.E.EropoBa r.0. HOBOKYHOBIIIEBCK  JOMKHBI  pa3MEIIaTbcsl B MOMEUICHUSX,
HAXOJAIIUXCS TOJ] OXPAaHOW WIM HaONIOJACHUEM, MCKIIOYAIOUUM BO3MOKHOCTb
OCCKOHTPOJILHOTO  NPOHUKHOBEHUS B  TIOMEIICHHMS  TNOCTOPOHHMX  JIMIl U
oOecnieunBalOMIMM  (PU3MYECKYI0O COXPAHHOCTh  HAxXOMASIIMXCS B  MOMEIICHUU
3aIMIIMAEMBbIX pecypcoB (MokymeHTOB, APM m T.1.). YOopka Takux MNOMEIICHUI
JOJDKHA TIPOU3BOAMTHCS B MPUCYTCTBUM OTBETCTBEHHOTO pPAaOOTHUKA, 3a KOTOPBIM
3aKpEIJIEHbl JAHHbIE KOMIIOHEHTBI, C COOJIIOIEHHMEM MEp, HUCKIIOYAIOIIUX JTOCTYII
MOCTOPOHHUX JIUI] K 3aIIUAIIAEMbIM HHGOPMAIIMOHHBIM pecypcam.

Bo BpeMsa 00paOOTKM NEPCOHATIBHBIX AAHHBIX B TAaKUX MOMEIICHHSX IOJIKEH
MPUCYTCTBOBATh TOJBKO TIEPCOHAN, JONYIIEHHBIH K paboTe ¢ MepCcoOHATbHBIMU
JAHHBIMU. 3anpelaeTcs IpUeM MOCETUTENEeH B MOMEIICHUSIX, KOTJa OCYIIECTBIISIETCS
00paboTKa MepCOHANLHBIX TaHHBIX.

[lo oxoHuaHuum paboyero [JHS, IOMEIIEHUS, B KOTOPBIX pPa3MEIAITCs
KOMITOHEHTHI MH(popMaoHHoi cucteMbl ['bOY mikonsl-untepnara um. M.E.Eroposa
r.0. HOBOKYMOBITIIEBCK, TOMDKHBI 3aITUPATHCS HA KITIOY.

B cnyuyae ocHalieHusi MOMEIICHW CPEACTBAMH OXPAaHHOW CHTHAIM3ALUH, a
TaK)K€ aBTOMATU3UPOBAHHOM CHUCTEMON MpHEMa U PETUCTPALMH CUTHAJIOB OT 3THUX
CPEICTB, IPHEM-Cllaya TAKUX [MOMEUIEHUH 0] OXpaHy OCYILECTBIIETCS HA OCHOBAHUU
crenuaibHO pa3padaTbiBa€MON HHCTPYKLIUH.

26. PermamenTtarus JOMyCKa pabOTHUKOB K VCTIOJIb30BaHUIO
WH(OPMAITMOHHBIX PECYPCOB.

B pamMkax pa3pemmTenbHOW CUCTEMBI (MaTpHUIIbl) T1OCTYyNa YCTaHABIMBAETCS: KTO,
KOMY, KaKyro WH(OpMAIMIO U JJIT KaKOro BUAA JOCTyNa MOXKET MPEIOCTaBUTh U MPHU
KaKHUX yCJIOBUSIX.

Jlonyck moJsib30oBartelie k padote ¢ nHpopmarmonHoit cucreMoit ['bOY mikoibI-
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uatepHata uM. U.E.EropoBa r.0. HOBOKYHOBIIIEBCK U JAOCTYN K €€ pecypcam JOJIKEH
ObITh CTPOTO periiaMeHTHupoBaH. JIoOble W3MEHEHUsT cocTaBa M IMOJHOMOYHIA
M0JI30BATENEH MOACUCTEM JOJHKHBI TPOU3BOAUTHCS YCTAHOBIEHHBIM OPSAIKOM.

VYpoBeHb NOJHOMOUYNI KaKIOTO MOJIb30BATEIIs ONPEAEIAETC NHINBUTYIIBHO.

O06paboTKa MEePCOHATBHBIX JAaHHBIX B KOMIOHEHTaX WH(OPMAIIMOHHBIX CUCTEM
['BOY  mxkonsl-untepHata wuMm. W.E.EropoBa r.0. HOBOKyiOBIIIEBCK — AOJKHA
MPOU3BOJIUTECS B COOTBETCTBHUM  C  YTBEPKACHHBIMU  TEXHOJOTMYECKUMU
UHCTPYKLHSIMU.

27. PermameHTamusi — TPOIECCOB 0oOCIIy’KUBaHUSI U OCYIIECTBJICHUS
MOAU(UKAIIMU ANMAPATHBIX U TPOTPAMMHBIX PECYPCOB.

B unensx moanepkaHus pexuma HHPOPMALMOHHON O€30MacCHOCTH aIIapaTHO-
porpaMmMHasi KOHQUrypaius aBTOMaTU3MPOBAaHHBIX padouux Mect pabotHukoB 'BOY
mikosbli-uHTepHara uM. M.E.EropoBa r.0. HOBOKYHOBIIIEBCK, C KOTOPBIX BO3MOKEH
JOCTYIl K pecypcaM HWH(OPMAIMOHHBIX CHCTEM, JOJDKHA COOTBETCTBOBATH KpPYIy
BO3JIO)KCHHBIX Ha JIAaHHBIX MOJIb30BaTeNel (yHKIIMOHATBHBIX 003aHHOCTEH.

B komnoHeHTax nH(OPMAIIMOHHBIX CUCTEM M Ha pabOYMX MECTaxX MOJIb30BaTEIeH
JOJKHBI YCTAHABIIMBATHCS M MCIOJIb30BATHCS JIMLIEH3MOHHBIE TPOTPAMMHBIE CPEACTBA.

28. OOecrieyeHMe MW KOHTPOJb (DUIUYECKON IEIOCTHOCTH (HEU3MEHHOCTH
KOH(UTrypalun) anmnapaTHbIX peCypcoB

29. Tlogbop W  TOATOTOBKAa  MepcoHana, OOydeHHe  TOJb30BaTeNen
[Tonb3oBatenu nHpopmanronubix cucteM ['BOY mkonbi-untepnara um. W.E.Eroposa
r.0. HoBOKYyMOBIIIIEBCK, a TaKXke PyKOBOASAIINI MepCcOHaN JOJKHBI ObITh 03HAKOMIICHBI
CO CBOMM YPOBHEM IIOJHOMOYMH, a TakKK€ OpPraHU3alMOHHO-PACIOPSAUTENBHOM,
HOPMAaTUBHOW, TEXHUYECKOW M DKCIUTYaTaMOHHOW HOKYMEHTAUMEW, ONPEHCIAIOIICH
TpeOOBaHUS U TIOPSIAOK 00padOTKU NepcoHaNbHBIX AaHHbIX B 'BOY mikone-unTepHaTE
uM. N.LE.Eroposa r.0. HoBoKyi1ObIIIeBCK.

30. OTBETCTBEHHOCTh 3a HAPYILIECHUS YCTAHOBJICHHOI'O MOPSAKA MOJIb30BaHUS
pecypcamu uHpopmarmonHoi cuctembl ['BOY mkonbsi-unatepnara uMm. W.E.Eroposa
r.0. HOBOKYMOBITIIEBCK.

Mepa OTBCTCTBCHHOCTH IICpCOHAJIa 3a I[CﬁCTBPI)I, COBCPIICHHBIC B HAPYLICHHUC
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YCTaHOBJICHHBIX MpaBui oOecreueHus Oe30macHoi paboThl C MEPCOHATBHBIMU
JAHHBIMH, JIOJDKHA OMPEIENSTHCS HAHECEHHBIM YIIEpOOM, HAJIMYHUEM 3JI0TO yMbICTA U
apyrumu  pakTopamMu 1o ycMmoTpeHuto pykoBoautens ['BOY mikonsl-uHTepHaTa
uM.J.E.Eroposa r.0. HoBokyiiObIIIeBCK.

31. CpenctBa obecrieueHus 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.

st obecnieuennsi nHGOopMannoHHOW Oe3omacHoctu ['BOY mikombI-uHTEpHATA
uM. W.E.EropoBa 1.0. HOBOKYHOBIIIIEBCK CpEACTBA 3alUTHI JOHKHBI MPUMEHAITHCS KO
BCceM pecypcaMm uHpopMannoHHbIX cucteM ['BOY mikonsi-unteprara uM. M.E.Eroposa
r.0. HoBoky#ObIIIEBCK, HE3aBUCUMO OT HMX BHJAa W  (HOpMBI NPEACTaBICHUS
uH(pOpMaIUU B HUX.

31.1. ®usnueckue cpencTBa 3aNTUTHI

@du3znyeckre Mepbl 3alUThl OCHOBAaHbl HAa MPUMEHEHHH pPa3HOro poja
MEXaHUYECKUX, DIJIEKTPOHHBIX WU  JJIEKTPOHHO-MEXAHUYECKUX YCTPONCTB H
COOPY’KEHHUM, CHEIUAIBHO NPEeIHAa3HAYEHHBIX JIJIS CO3/IaHUs (PU3NYECKUX MPENATCTBHUM
Ha BO3MOXXHBIX IMYTSX MPOHUKHOBEHHUS M JIOCTYyNa MOTCHIMAIbHBIX HAPYIIUTENEH K
KOMIIOHEHTaM CHCTEMbl W 3alIUIIAEMbIM MEPCOHAJIBHBIM JAHHBIM, a TaKXke
TEXHUYECKUX CPEJCTB BU3YaJIbHOTO HAOIIOACHUS, CBSA3H U OXPAHHON CUTHAJIM3ALNH.

st obecnieuenust pusnyeckoi 0€30MaCHOCTH KOMITIOHEHTOB MH(OPMAIMOHHOM
cuctembl ['BOY  mkonbl-untepuara wum. W.E.EropoBa r.0. HoBOKyiiObIIIEBCK
HEOOXOJMMO OCYIIECTBIISTh PsIi OPTaHU3AIMOHHBIX W TEXHUYECKUX MEPOTPHUATUH,
BKJIFOYAIONIMX TPOBEPKY OOOpYyHOBaHMS, TPEIHA3HAYEHHOTO i  00paboTKu
NEPCOHANIbHBIX JAHHBIX, HA!

- HQJIWYHE CMEIUATbHO BHEJIPEHHBIX 3aKJIaJHBIX YCTPOUCTB;

- BBEJICHHUE JOINOJHUTENIbHBIX OTPAaHMYEHUN MO JOCTYNy B TOMEIIEHUS,
NpeHa3HAaYeHHbIE JJIsl XpaHEeHUs1 1 00paOOTKHU MEepCOHATbHBIX JAHHBIX;

- obopynoBaHue cucteM HHGOPMATH3AIIMN YCTPONCTBAMH 3aIUTHI OT COOEB
AIIEKTPONUTAHUS ¥ TIOMEX B JIMHUSX CBS3H.

31.2. TexHHUUYeCKHE CPEACTBA 3AITUTHI

TexHuueckue (anmmapaTHO-IPOTpaMMHBIE) MeEphl  3alIUThl  OCHOBAaHbl  Ha

HCIIOJBb30BaAHUN Pa3JIMYHBIX J3JICKTPOHHBIX yCTpOﬁCTB N CIICOUAJIBHBIX IIPpOrpaMM H
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BBIMOJIHSIONINX (CAMOCTOATEIBHO WIIM B KOMIUIEKCE C IPYTUMH CPEACTBAMU) (PYHKIIHH
3alUThl  (MACHTUPUKALUIO W ayTeHTU(UKAIMIO T[OJb30BaTesel, pa3rpaHuyeHue
JOoCTyma K pecypcaMm, pEerucTpaluio COOBITHM, KpUOTOrpaduyecKoe 3aKphITHE
uHbOpMaIuu U T.1.).

C yderoM Bcex TpeOOBaHMI U TPUHIUIOB oOecreyeHus: 0e30MacHOCTH
NEPCOHANIBHBIX JAHHBIX IO BCEM HANPABJIECHUSM 3aIIUThl B COCTAB CHCTEMbI 3AILMUTHI
JOJKHBI OBITh BKJIFOUEHBI CJIETYIOIIUE CPENICTBA:

- CpelcTBa pa3rpaHUYeHHUs IOCTYIA K TaHHBIM;

- CpelCcTBa pEerucTpalyy JOCTyIa K KOMIOHEHTaM HH(MOPMAMOHHBIX CUCTEM
¥ KOHTPOJIS 32 UCIIOJIb30BaHWEM UH(OpMAIUK;

- CpeIcTBa pearupoBaHUs HAa HApYLIEHUs peXuMa WH(GOPMALMOHHOU
0€30MacHOCTH.

Ha TexHuyeckue cpeacrBa 3allUThl BO3JIAracTCs pEUICHUE CIEIYHOLIUX
OCHOBHBIX 3371a4:

- uAeHTHU(UKALMS U ayTeHTU(DUKAIUS TT0JIb30BATENICH MPU TTOMOIIY UMEH WU
CHEeUaTbHBIX allapaTHbIX CPEICTB;

- perjamMeHTalus W yNnpaBlieHHE JOCTYIIOM I0JIb30BaTelield B MOMEUIEHUs, K
(bU3HMYECKUM U JIOTHUYECKUM yCTPOICTBAM;

- 3aluTa OT NPOHUKHOBEHUS KOMITbIOTEPHBIX BUPYCOB U Pa3pyLIUTEIBHOTO
BO3JICHCTBHSI BPEIOHOCHBIX IPOIPaMM;

- perucrtpauus BceX NEWCTBUU MOJIb30BATENA B 3alIMIIEHHOM >XYypHAale,
HaJIM4KM€ HECKOJBbKUX YPOBHEW pErucTpaluu;

- 3amuTa JaHHBIX CHCTEMbI 3aIUTHI Ha (GaiiJIoOBOM CepBEPE OT JAOCTyMa
MOJI30BATENEH, B UbM JOJKHOCTHBIE 00SI3aHHOCTH HE BXOAUT paboTa ¢ nH(opmanuu,
HaxoJIAIICHCs Ha HEM.

31.3. CpencrBa uaeHTU(DUKAIIUN U AyTCeHTU(DHUKAIIAN TTOJIH30BATEIICH.

B nenax mpenotrBpamieHus paboThl ¢ pecypcaMu HH(DOPMALMOHHON CUCTEMBI
I'BOY mikoner-untepnata um. M.E.EropoBa r.0. HOBOKyHOBIIIEBCK MOCTOPOHHUX JIHI]
HEOOXOJUMO 00€CreyuTh BO3MOXKHOCTh pACHO3HABaHUS Ka)XJOro JerajibHOIro

MOJIb30BaTENsl (WU TPy nojb3oBarenei). i uaeHTugukanun MOryT IpUMEHSATHCS
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pPa3TUYHOTO POJIa YCTPOMCTBA: MArHUTHBIE KApTOYKH, KIIFOYHM, KIIOUEBBIC BCTaBKH,
JUCKETHI U T.1I.

Aytentuduxanys (IOATBEP>KACHUE MOIIMHHOCTH) MOJIH30BATENCH TaKKE MOKET
OCYLIECTBIISTBCA:

- TyTeM MpPOBEPKH HAIMYUA Y IMOJb30BaTeNIeH KaKUX-IMOO CIHelraIbHBIX
YCTPOUCTB (MarHUTHBIX KapTOUEK, KITFOUEH, KITFOUEBBIX BCTABOK U T.]I.);

- IyTeM IPOBEPKH 3HAHUS UMU MapOJIeH;

- IyTeM NPOBEPKH YHUKAIbHBIX (PU3UYECKUX XapaAKTEPUCTUK U MTAPAMETPOB
caMHX TMOJIb30BaTeNIeH MPH MOMOIIY CIIEIIMATBFHBIX OMOMETPUIECKUX YCTPOMCTB.

31.4. CpexacTBa pa3rpaHdyeHUs JOCTYyIIA.

30HBI OTBETCTBEHHOCTH W 3aJa4d KOHKPETHBIX TEXHUYECKUX CPEACTB 3aIIUTHI
YCTaHABIMBAIOTCA MCXOMS M3 UX BO3MOXKHOCTEH M HKCILUTYaTaI[MOHHBIX XapaKTEPUCTHK,
OIMCAHHBIX B JOKYMEHTAIIMH HA JJAHHBIE CPECTBA.

TexHuyeckue cpeacTBa pa3rpaHUUCHUs JOCTYIA TOJDKHBI 10 BO3MOKHOCTH OBIThH
COCTaBHOM YaCThIO €TMHOM CUCTEMbI KOHTPOJIA JOCTYIIA!

- Ha KOHTPOJUPYEMYIO TEPPUTOPHUIO;

- B OT/CJIbHBIC TTIOMECIIICHHUS,

- K KommoHeHTaM uH(opMmanmonHo cpensl ['BOY  mikonb-uHTEpHATa
uM..E.EropoBa r.0. HOBOKYHOBIIIIEBCK U 3JIEMEHTaM CHUCTEMbI 3alIUTHI IEPCOHATBHBIX
JAHHBIX ((HU3UYECKUH JOCTYN);

- K uH(OpManMoOHHBIM pecypcaM (JIOKyMEHTaM, HOCHUTENIsAM HWH(opmaIuu,
¢aiinam, HabopaM JaHHBIX, ApXUBaM, CIIPABKaM U T.1.);

- K aKTUBHBIM pecypcam (MPUKIaIHBIM IporpaMmam, 3ajadam 1 T.11.);

- K ONEpalMOHHON CHUCTeMe, CHCTEMHBIM TporpaMmaM M Tporpammam
3aIUTHI.

31.5. CpenctBa obecrieueHns U KOHTPOJIS 1IETOCTHOCTH

CpenctBa obecrniedeHHs] LEIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpeACTBa
PE3ePBHOTO  KOMHPOBAHUS, TMPOTPAMMBI AHTUBHPYCHOM  3alUTBI, TMPOTPAMMBI
BOCCTAHOBJICHHS II€JIOCTHOCTH OTIEPAIMOHHON Cpeibl U 0a3 JaHHBIX.

CpenctBa KOHTpPOJS IIEJOCTHOCTH HMH(POPMALMOHHBIX PECYPCOB CHUCTEMBI
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IpeIHa3HaYeHbl IS CBOEBPEMEHHOTO OOHAapyKeHHUS MOIU(GUKALNNA WM HCKaKEHUS
pecypcoB cucteMbl. OHH TMO3BOJIAIOT 00ECIEYUTh MPABUIBHOCTH (YHKIIMOHUPOBAHUS
CHUCTEMBbI 3alllUThl W IEIOCTHOCTh XPaHUMOM u oOpabaThiBaeMON HH(OpPMAIIHH.
KonTponb mnenoctHoctH MHGOPMAMU M CPEACTB 3allUThI, C LEIBI0 OOECHedeHUs
HEM3MEHHOCTH  HMH()OPMAIMOHHOM  cpeibl,  OMpeNeisieMol  MpeayCMOTPEHHOM
TEXHOJOTHe 00paboTKM, ¥ 3allUThl OT HECAaHKIMOHMPOBAHHOW MOIU(UKALNN
MEPCOHANIBHBIX JJAHHBIX JOJIKEH 00eCIIeYnBaATHCA:

- CpeAcTBaMHU pa3rpaHUYeHUs JocTyna (B TMOMEILIEHUs, K JOKyMEHTaM, K
HOCUTEJISIM HHPOpMAIIHH, K CEpBEpaM, JIOTUYECKUM yCTPOUCTBAM U T.I1.);

- CpEeICTBaMU 3JIEKTPOHHOM MOANKCH;

- CpeACTBaMH  TOJCYETa  KOHTPOJBHBIX  CyMM (71 HCIIOJIB3yEeMOTO
MPOTPaMMHOT0 00€CTICUCHUS ).

31.6. CpencrtBa  OmepaTUBHOTO  KOHTPOJII M PETUCTpallMM  COOBITHI
0€30MacHOCTH.

CpenctBa OOBEKTHUBHOTO KOHTPOJS JOJDKHBI OOecreyrMBaTh OOHApYXKEHHE U
perucTpainuio BceX COObITHH (IeicTBuii momnb3oBateneil, nmonbiTok HC u T.1m.),

KOTOpbIE MOTYT TOBJIEYb 3a COOON HapylleHHWEe O€30MacHOCTH WM TMPUBECTH K
BO3HUKHOBEHUIO KPU3UCHBIX CUTyalluil. AHanu3 coOpaHHOM CpeCTBaMU PErHCTpalluu
nH(OpPMAIMK TIO3BOJISET BBIABUTH (DAaKThl COBEPIICHMs] HApYIICHWH, MX Xapakrep,
MOJICKa3aTh METOJ €r0 PacCiaeIOBaHUs U CIIOCOOBI MOMCKA HAPYIIUTENS U UCIIPABICHUS
cutyanuu. CpeacTBa KOHTPOJIS U PETUCTPALIUU JOJKHBI TPEIOCTABIATh BOZMOKHOCTH:

- BEJICHHWA U aHaluM3a >XYpPHAJIOB PEruCTpaluy COOBITHI 0e30macHOCTH
(CUCTEMHBIX )KYpPHAJIOB);

- TOJIy4eHHUs TBEpIOH KomuM (meyaT) *ypHajga perucTpanud coObITUI
0e30IacHOCTH;

- yHIOPSA0YCHHUS KYPHAJIOB, a TAKKE YCTAHOBJICHUSI OTPAHUYCHHUI HA CPOK UX
XpaHCHMUS;

- ONEpaTHBHOTO OMOBEILIECHUS aAMHUHHUCTpATOpa 0€30MaCHOCTH O HapyIICHUSIX.
[Ipu peructpammu coObITHH 0€30MaCHOCTH B KypHaje JOJDKHA (DUKCUPOBATHCS

cienyromas nHpopmanus:
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- JaTa ¥ BpeMs COOBITHS;

- uAeHTU(UKATOp CYyOBEKTa, OCYIIECTBISIOIEr0 PETUCTPUPYEMOE IEHCTBUE;

- JeiicTBUe (TUI JOCTYyNA).

32. Koutpoinb 3QheKTUBHOCTH CUCTEMBI 3aIIUTHI.

KonTponb 3¢ (ekTUBHOCTH 3alIUTHI EPCOHATIBHBIX JAHHBIX OCYIIECTBIISIETCS C
IEJbI0 CBOEBPEMEHHOTO BBISBICHUS M MPEAOTBPAILICHUS YTEUKH MEPCOHAIBHBIX
JaHHBIX 3a CYET HECAHKIMOHUPOBAHHOIO JOCTYyNa, a TaKXe MpeaynpexacHus
BO3MOXXHBIX  CIEHUAJIbHBIX  BO3JCHCTBHII, HANpPaBJIEHHBIX HA  YHUYTOXXECHUE
NIEPCOHANBHBIX JTaHHBIX, pa3pylleHue cpencts uHpopmarmzanuu. KoHTpoms Moxker
IPOBOANUTHCS MPUBIEKAEMBIMU JJIs1 3TOM LENHU OPraHU3alUsIMU, UMEIOIMMU JTULEH3UIO
Ha 3TOT BHUJ JACSITEIbHOCTH.

Ouenka 3((HEeKTUBHOCTH MEp 3a HIUTHI MEPCOHAIBHBIX JAHHBIX MPOBOJUTCS C
UCIIOJIb30BAaHUEM TEXHUYECKUX M MPOTPaMMHBIX CpPEICTB KOHTPOJII Ha MpEIMET

COOTBCTCTBUA YCTAHOBJICHHBIM Tp€6OBaHI/I$IM.

C=RU, O=IBOY
LUKONa-UHTEPHAT UM.
W.E.EropoBa, CN=llonoBa
E.B.,
E=elenarainbow7212@gmail.

com
00b9af 6af ef ec2e9a2
2021.03.28 11:30:37+04'00'
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